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JMonincbka AHHa MukonaiBHa Ha Temy «OXOpoHa NpaB KOPHCTYBa4iB Yy
Mepe:ki InTepuer» — Kpanidikaiiiina HaykoBa mpartisi Ha IpaBax PyKOIHUCY.

HNucepranis Ha 3100yTTs CTyneHs JokTopa (uiocodii 3a crnemianpHicTio 081
[IpaBo. — XMenbHUIBKUNA YHIBEPCUTET yIpaBiiHHS Ta npaBa iMeHi Jleonina FO3pkoBa

XMeNbHUIEKOT 001acHO01 paau, XMenbHULbKui, 2021.

Huceprailiss € KOMIUICKCHUM HAyKOBUM JOCIHIDKCHHSIM ITUBIILHO-TIPABOBOTO
PETYIIOBaHHS OXOPOHW TIpaB KOPHCTYBadiB y Mepexi IHTepHeT, mijg dYac SKOTo
BUOKPEMJICHO 1 BCTAHOBJICHO OCOOJIMBOCTI OKPEMHMX HAyKOBHUX KaTeropiii Ta IMOHSATH, a
TaKOXX pO3pO0JIEHO Ta CcPOpPMYyIbOBAHO MPOMO3MINI MO0  BIOCKOHAJCHHS
HAI[IOHAJILHOTO IIMBUIBHOTO 3aKOHOJABCTBA YKpaiHM 3 METOK  IiJIBUIICHHS
€(hEeKTUBHOCTI OXOPOHU IMBUILHUX IPaB IHTEPHET-KOPUCTYBAdiB Ha HaIlIOHAJLHOMY
piBHI.

3a pe3ysibpTaTaMu AUCEPTALIMHOIO JIOCTIKEHHS 3allpOINIOHOBAHO BIaCHE OaueHHs
NOHATTS [HTepHETY SK MpPaBOBOro sBUINA. BHIIJIEHO aBTOPCHKI BHUIM IHTEPHET-
BIJTHOCHH, a came. KOMEpIliiHi (ITOB’s3aH1 3 IHTEPHET-TOPTIBICIO), BITHOCUHU OaHKIHTY
i1 00CIIyroByBaHHS paxyHKIB (€JIEKTPOHHI pO3paxyHKH), BITHOCHHU 3 Oip»KOBOI
TOPTiBJI, COIIAJbHO-KOMYHIKaTUBHI (KOMYHIKQTHBHO-OCOOMCTICHI), BHUKOPHCTaHHS
OCOOMCTHX JaHUX, PEKIaMHI BIAHOCHHH, BITHOCMHU Yy cdepi 3axucTy TMpaB
IHTEJNIEKTyalIbHOI BIIACHOCTI, BIJHOCHHH, TIOB’sI3aHI 3 BHUKOPUCTAHHSM MOYJIHBOCTEH
KOHTPOJIIO TIEPECYBaHHS IHTEPHET-KOPHUCTYBaua Ta 3 TE€OJOKallli, po3BayKajibHO-ITPOBI,
VIOPABIIHCHKI W OpranizaniiHo-posnopsaui. [Ipu 1mpoMy miAKpeclieHo, o MpUpoa
[MBUIBHUX TIPABOBITHOCHH, IO BHHHKAIOTh B I1HTCPHET-CEPEJOBHIII, BIIMOBIIAE
3arajpHIi TPUPOI IMBUTFHUX MTPABOBITHOCHH.

3anmponOHOBAHO ABTOPCHKE MOHSTTS «IHTEPHET-MPABOBITHOCHHY» K CYCHLTBHUX
BIIHOCHUH y c(depl BHUKOPUCTAHHA IHTEPHET-KOPUCTYyBadaMu TJI00aIbHOT Mepexi
KOMI'FOTEPHUX TEXHOJIOT1IH 1 cepBIiCHOI 1HGpPACTpyKTypH (cepBepiB), IIO T03BOJISIE

3aIOBUIbHUTU iX MaWHOBI Ta HEMaWHOBI MPaBOBI IHTEPECH, IMOB’s3aHl 3 00IroM
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MarepialbHUX Ta 1HQOpPMaUIMHUX PECYpCiB B yMOBaX rapaHTyBaHHS MpaB 1 CBOOOJ
JIOJIMHY, 3a0€e3MeueHHs 0€3MeKu CYCIUIbCTBA i 1epKaBy.

VY hocnipKeHHI HaroJomIeHO Ha BIICYTHOCTI YITKOTO BU3HAYEHHS KaTeropii
«IHTEpHET-KOPUCTYBau» Yy cdepl HOPMATUBHO-IPABOBOI'O PETYJIIOBAHHS SK Ha
MDKHapOJHOMY, TaK 1 Ha HAI[lOHAJIbHOMY piBHSAX. BH3HaueHHs, SKi BU3HAYEHO B
3aKOHOJABCTBi, MAalOTh JHINE 3araJbHUil XapakTep, SKUA HE [da€ MOXKIUBOCTI
chopMyITIOBATH YIiTKE YSBICHHS MPO MPABOBUH CTaTyC IHTEPHET-KOPUCTYyBaya.

ABTOpKa AiilluTa BUCHOBKY, IO JJKEpesia MPaBOBOT'O PETYyJIIOBaHHS BiJHOCHH,
y4yaCHUKaMu  SIKMX € IHTepHET-KOPUCTyBadi, Hapa3l MalwThb HEJOCTaTHIMH,
HECHCTEMAaTHU30BaHUI 1 Tak 3BaHMH «XMapHHiD» Xapaktep. Tomy y TOCHiIKeHHi
3aIpoOIIOHOBAHO BHECTH BIAMOBIAHI JoTIOBHEHH Ta 3MiHM j0 LK Ykpainu.

VY nuceprarntiiiniii poGoTi OYyJI0 JOCIIKEHO i 3aIIPONIOHOBAHO ABTOPCHKE MOHSITTS
«IHTEPHET-KOPUCTYBAaU» — YYaCHUK IHTEPHET-BIAHOCHH (K (pi3MYHA, TaK 1 IOpUIAYHA
oco0a, a TaKOX «BIpTyajabHa 0c00a»), ika BUKOPUCTOBYE MOKIUBOCTI 1H(POpMAIIiitHOTO
cepeoBHINA 331715 3a0BOJICHHSI CBOiX MOTPeO y peasizaliii ToBapiB, poOiT 1 MOCIYT.

VY nocnigkeHH1 JOBEICHO CITIBBITHOIIEHHS TMOHATTS «IHTEPHET-KOPHUCTYBad» 13
CYMDKHOIO KaTEropi€lo «CHOoXKMBau». PO3KpPHUTO, 10 IHTEPHET-KOPUCTYBAY I[LIKOM
HaOyBa€ pHUC YyYacCHHWKA ITMBUILHO-TIPABOBUX BIIHOCHH, OCOOJMBO NEPEKOHJIMBO IIC
JOBOJISITh  PE3yJIbTATH aHajdidy HOro BHAIB 1 CIIBBIIHONIEHHS 3 KaTEropiero
«croxkuBay». OOIpyHTOBAHO, IO IHTEPHET-KOPUCTYBad € 0C0000, SKy HaIUICHO
IIUPOKUM CTIEKTPOM «TPAJAMIIIHHUX)» TpaB 1 000B’SI3KIB YYaCHHUKA ITUBUIBHO-TIPABOBUX
BIJTHOCHH, 3aKpIMJICHUX Y HAIIOHATLHOMY ¥ MI)KHapOJHOMY 3aKOHOJAaBCTBi. BogHouac
Oy710 3ayBa)keHO, 10 IHTEPHET-KOPUCTYBau MOXe HaOyBaTu crienuiyHIX MaiHOBUX Ta
O0COOMCTHX HEMAHOBHX MPaB 1 KOPECTIOHAYIOUNX iM 000B’SI3KiB, 1[0 OKPECTIOIOTH HOTO
[IUBUTEHO-TIPABOBHI CTATYC.

3’sicOBaHO, 110 BUHUKHEHHS IHTEPHET-MPABOBIAHOCHH 1 HAOYTTS cCTarycy
IHTEPHET-KOPUCTYyBaYa BHHHWKAE TICIS 3AIMCHEHHS NpPONEAYpH 1MeHTH]IKAIil Takoi
ocoOu, sika BiIOyBa€ThCs y ABOX IUIONIMHAX: MEpIlIa MOB’si3aHa 3 1HGOPMAIIEO, AKY
HaJa€e Taka ocoba, a Japyra (TeXHIYHA IUIONMIMHA) CTOCYETHCS aBTOMATUYIHOI peecTpariii

MePCOHAIBHOTO HOMEpPA MPUCTPOIO, 3 IKOTO 3IMCHIOETHCS PeECTpallis.
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ABTOpKa [iflIa BHUCHOBKY, 10 IMBUIBHO-NIPABOBUM CTATyC I1HTEPHET-
KOpHUCTyBaua mnepedyBae B cTajii (OpMyBaHHA 1 TOMY Il€ HE Ma€ 3aBEPUICHOTO
xapaktepy. Jlep:kaBa ChOro/HI HE MOXE rapaHTyBaTU peajizalii HUBUILHO-IIPAaBOBOTO
CTaTycy IHTEpHET-KOpUCTyBaua (y TOMY YHCJIl 4Yepe3 BIICYTHICTh HOPMATHUBHOTO
PEryIIOBaHHS).

Bcranomneno, mo 3 TO3uUIli IMBUIBHO-NPABOBOI TeoOpii MpaBOBUM CTATyC
IHTepHET-KOPUCTYBaya Ma€ BKJIIOYATH B cebe mpaBa W OOOB’S3KM SK ydYacHUKA
UBUILHO-TIPABOBUX BIIHOCUH, 3/IINCHEHHS SIKUX TapaHTYeTbcsd 3 OOKY Jep>KaBH 1
MOB’s13aHE 13 3a/JI0BOJICHHSIM TPABOBUX 1HTEpeciB ocodu y cdepi ¥ 3a JOMOMOroro
IHTEpHET-CEePEIOBUILIA.

3’sicoBaHO, M0 «IU(POBI MpaBa» HEOOXITHO TIYMAauyWTH SIK TpaBa IUBIILHO-
IPaBOBOTO XapakTepy, BiacTuBi (i3uM4HIA 0c001 SK I1HAWBILY, IO peai3ye CBOi
MOKJIMBOCTI B 1HQOpMaliiHOMYy mpocTopi. 3ampornoHoBaHo gonoBHUTH LK Ykpainu
cTarTero mpo 1udpoBi mpasa Ta 3akoH Ykpainu «[Ipo 3axucT rnpaB CrioKUBaviBy.

Po3kputo, 1m0 HaWOLIBIIT MUPOKOI ChEepor0 MAWHOBHUX BITHOCHH Yy 1HTEPHET-
cepenoBUIll € i1HTepHET (enexkTpoHHa) komepris. [lim dac mociimkeHHs JicTania
MOJIaJIBIIOr0 PO3BUTKY HAayKOBa JyMKa II0J0 BIOCKOHAJIEHHS CUCTEMU HOPMATHBHO-
IIPABOBOTO PEryJIIOBaHHS AISUIBHOCTI IHTEpHET-Mara3uHiB B YKpaiHi, ¢ Ha MPaKTHIl
3aIIpONIOHOBAHO BBeCTU JNONOBHEHHA 10 LIK VYkpainu, Hampuknana, — OKpeMmy IJaBy
«/loroBip kymiBmi-nponaxy B Mepexi IaTepHeT». Bomnouac, 'K VYkpainu moxHa
JIOTIOBHUTHU TIOJIOKEHHSIMHU, SIKi O y HIJIOMY BU3HAYaJIM NMPUHIUIN THTEPHET-TOPTIBII, a
came — JIONOBHEHHST OKPEMOIO TT1aBOI0 «ENeKTpoHHA KOMEPIliiiHA AISUTHHICTHY.

ABTOpKOIO OyJI0 3’SICOBAHO, 10 HEOOXITHO PO3IMOYATH MIATOTOBKY A0 PO3POOKH 1
MPUIHATTS OKPEMOTO HOPMATUBHO-TIPABOBOTO aKTY, MPEAMET MPABOBOTO PETYIIOBAHHS
AKOTO O CTOCYBaJOCh /MISUIBHOCTI IHTEpHET-Mara3uHiB. Yepe3 Te, M0 TOJIOKEHb
3ragaHoro 3akoHy Ykpainu «lIpo eaexTpoHHy KOMEpIio» BXE € SBHO HEIOCTAaTHBO,
HEOOX1HO pO3pOOUTH TTPOEKT 3aKOHY YKpaiHu «IIpo AisUTbHICT IHTEpPHET-Mara3uHiBy.

Y po6oTi chopMynbOBaHO TMO3UIlII0, MO crHenudika TPaBOBOrO CTATyCy
IHTEpHET-KOPUCTYBauya B KOHTEKCTI OCOOMCTHX HEMallHOBUX IIpaB IPU BUMHEHHI

MEeBHUX A1 B Mepexi [HTepHEeT moisirae: y MOMEHTI BUHUKHEHHSI IIPABOBOTO CTaTyCy
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IHTEpPHET-KOPUCTYBaya SIK HOCII OCOOMCTUX HEMaWHOBUX MpaB (00’€KTHUBHI OCOOHUCTI
HEMalHOBI IpaBa NEPETBOPIOIOTHCA HA CyO’€KTHUBHI MpaBa IHTEPHET-KOPUCTyBaya 3
MOMEHTY BCTYyIy B IHTE€PHET-NPABOBIIHOCHHHU); y 3a0€3ME€YEHHI NPHUHIMUIY PIBHOCTI
BCIX I1HTEpPHET-KOPUCTYBauiB HE3aJEkKHO B iX cTaTtycy y cdepi mpuBaTHHX abo
myOJ1YHO-NIPAaBOBUX BIJHOCUH (MPAaBOBHUM CTATYC IHTEPHET-KOPUCTyBaya 3 MOMEHTY
BCTYIly B IHTEPHET-BIIHOCHHHM XapaKTEPU3YETHCS 3arajlbHOIO IUBIILHO-IIPABOBOIO
3acaZiol0 PIBHOCTI, Ky BTUIGHO B aOCOJIOTHO OJIHAKOBUX MPABOBUX MOXKJIHUBOCTSIX
(cBoOOMax, iHTEepecax) MiSTH B IHTEPHET-CEPEIOBHIII CIPABEIJINBO, TOOPOCOBICHO W
PO3YMHO, HE3aJIeKHO BiJ OyIb-SKMX TPABOBUX XapaKTEPUCTUK TaKOi OCOOM); Yy
JOTpUMaHHI OCOOJMBUX BUMOI IIOJA0 IHAWBIAyai3alii I1HTEPHET-KOPUCTyBayda
(IHTepHET-KOPHUCTYBAaY Jii€ B IHTEPHET-CEPEIOBHUIII Yepe3 cPOpMOBAHUN HUM KOMILIEKC
IHAUBINYATI3yIOUMX O3HAK, CepeJl SKUX — aBaTapka, HIKHEWM, OH-JIAMH CTUIb (IMIIXK),
TekcToBa  iHGopMalis  (Jomuc), IO CYOPOBOIKYETbCA  (HOTO300paKEHHIMHU,
Bijleo300pakeHHsAMH, 1HGOpMaIlis, SKa BHU3HAYa€ TMepellik CMakiB  IHTEpPHET-
KOPUCTyBaya, KOMEHTapl IHTEPHET-KOPUCTyBaya, PO3MIIICHI IIiJl JONMHUCAMH IHIIHUX
KOPHUCTYyBauiB, MUGPOBUNA MIAMUC HA MPOCTOpPax Mepexi [HTepHeT ToIo; y KOMIUIEKCI
JOJIaTKOBUX  MpaB Ta  OOOB’SI3KiB,  TMOPO/DKEHUX  IHTEPHET-CEPEIOBUIIEM
(chopmynboBaHo 3MiHM ¥ qomoBHEeHHS 10 okpemux ctareit LIK Vkpainu, CK Ykpainu
Ta IHITUX HOPMATHUBHO-TIPABOBHX aKTIB).

OOrpyHTOBaHO HAyKOBY IIO3WIlII0, B SKIH WAEThCA MPO Te, 0 3 METOH
BJIOCKOHAJICHHS JTISITBHOCTI BCi€l cucteMu oMOy/ICMEHIB B YKpaiHi i MiIBUIICHHS PiBHS
rapaHTyBaHHS TpaB 1 CBOOOJ IHTEPHET-KOPUCTYBAYiB HEOOXITHO TOTOBHUTH CHUCTEMY
oMOy/ZICMEHIB Ie JBOMa CKJIaJHHKaMH. MoBa i€ Mpo 3ampoBaKEHHS IOCATU
YIOBHOB)XEHOTO 13 3aXUCTY «IU(POBUXY TPaB.

3a pe3yabTaTaMy MPOBEICHOTO JOCTIKCHHS 3alPOIIOHOBAHO BHECTH TaKi 3MIHU
710 HAIIOHATBFHOTO MUBLTFHOTO ¥ MUBLILHOTO MPOIIECYATBHOTO 3aKOHO/IaBCTBA.

Knwuosi cnosa: inmepnem, inmepnem-npaso8iOHOCUHU, [HMEPHEM-KOPUC)8a,

6UOU IHMeEpHem-KOPUCmy8ayie, YUBLIbHO-NPABOSUL CMAmMyc, eleMeHmu YUBLIbHO-
npagogoz2o cmamycy, 0CoOUCmi HeMAauHo8l Npasa, MAUHOBI Npaea, om0OyOCMeH i3

3axucmy «yugposuxy npas.



SUMMARY

Dolinska A. M. Protection of users' rights on the Internet. — Qualifying
scientific paper, manuscript copyright.

The dissertation on obtaining a scientific degree of the doctor of philosophy on a
specialty 081 Law. — Leonid Yuzkov Khmelnytskyi University of Management and
Law of the Khmelnytskyi Oblast Council, Khmelnytskyi, 2021.

The dissertation is a complex scientific research of civil law regulation of
protection of users' rights on the Internet, during which the characteristic features of
separate scientific categories and concepts are singled out and established, and also
offers on improvement of the national civil legislation of Ukraine for increase the
efficiency of protection of civil rights of the Internet users at the national level.

According to the results of the dissertation research, the own vision of the concept
of the Internet as a legal phenomenon is proposed. Author's types of Internet relations
are distinguished, namely: commercial (related to Internet trade), banking and account
servicing relations (electronic payments), exchange trade relations, social-
communicative (communicative-personal), use of personal data, advertising, relations in
the field of protection of intellectual property rights, relations related to the use of
opportunities to control the movement of Internet users and geolocation, entertainment
and games, management and organizational and administrative. It is emphasized that the
nature of civil law relations arising in the Internet environment corresponds to the
general nature of civil law relations.

The author's concept of "Internet legal relations™ as public relations in the field of
Internet users' use of the global network of computer technologies and service
infrastructure (servers) is offered, which allows to satisfy their property and non-
property legal interests related to the circulation of material and information resources
in conditions of guaranteeing human rights and freedoms, ensuring the security of

society and the state.
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The study noted the lack of a clear definition of the category of "Internet user" in
the field of regulation at both international and national levels. The definitions present
in the legislation are only general in nature, which does not allow to formulate a clear
idea of the legal status of the Internet user.

The author came to the conclusion that the sources of legal regulation of relations,
the participants of which are Internet users, are currently insufficient, unsystematic and
the so-called "cloud" nature. Therefore, the study proposed to make additions and
changes to the Civil Code of Ukraine.

The dissertation investigated and proposed the author's concept of "Internet user”
- a participant in Internet relations (both individuals and legal entities, as well as "virtual
person"), who uses the information environment for their personal needs in the sale of
goods, works and services.

The relationship between the concept of "Internet user” and the related category
"consumer™ are proved. It is revealed that the concept of Internet user fully acquires the
characteristics of a participant in civil law relations, especially it emphasizes the
analysis of its types and relationship with the category of a consumer. It is substantiated
that the Internet user is endowed with a wide range of "traditional™ rights and
responsibilities of a participant in civil law relations, enshrined in national and
international law. At the same time, it was noted that the Internet user acquires specific
property and personal non-property rights and corresponding obligations that define his
civil status.

It was found that the emergence of Internet relations and the acquisition of
Internet user status occurs after the procedure of identification of such a person, which
occurs in two areas (the first is related to the information provided by such person and
the second in the technical area related to automatic registration of the personal number
of the device from which registration is carried out).

The author came to the conclusion that the civil status of the Internet user is in its
infancy and has not completed yet. Today the state cannot guarantee the implementation

of the civil status of the Internet user (including due to the lack of regulations).
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It is established that from the standpoint of civil law theory, the legal status of the
Internet user should include his rights and responsibilities as a participant in civil law
relations, the implementation of which is guaranteed by the state and associated with the
satisfaction of legal interests in the field and for using the Internet environment.

It was found that "digital rights™ should be interpreted as civil rights, inherent in
the individual as an individual who realizes his/her potential in the information space. It
is proposed to supplement the Civil Code of Ukraine with an article on digital rights and
the Law of Ukraine "On Consumer Protection”, as well as a provision of the
Constitution of Ukraine with a norm that would refer to guaranteeing (ensuring) digital
rights of citizens (Internet users).

It is revealed that the widest sphere of property relations in the Internet
environment is the e-commerce. During the study, the scientific idea of improving the
system of legal regulation of online stores in Ukraine was further developed, where in
practice it was proposed to introduce additions to the Civil Code of Ukraine, for
example, a separate chapter "Agreement on sale on the Internet”. At the same time, the
Civil Code of Ukraine can be supplemented with provisions that would generally define
the principles of Internet commerce, namely the addition of a separate chapter
"Electronic Commerce".

The author clarified that it is necessary to begin preparations for the development
and adoption of a separate legal act, the subject of legal regulation of which would
affect the activities of online stores. Due to the fact that the provisions of the above-
mentioned Law of Ukraine "On e-commerce" are already clearly insufficient, it is
necessary to develop a draft law of Ukraine "On the activities of online stores."

The position was formulated that the specifics of the legal status of the Internet
user in the context of his/her personal non-property rights when performing certain
actions on the Internet are: the moment of legal status of the Internet user as a holder of
personal non-property rights (objective personal non-property rights become sub active
rights of the Internet user from the moment of entering into the Internet legal relations);
ensuring the principle of equality of all Internet users, regardless of their status in the

field of private or public law relations (the legal status of the Internet user since entering
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the Internet relationship is characterized by a general civil law principle of equality,
embodied in absolutely equal legal opportunities (freedoms, interests) to act in the
Internet environment fairly, in good faith and reasonably, regardless of any legal
characteristics of such a person); compliance with special requirements for
individualization of the Internet user (Internet user operates in the Internet environment
through the complex of individualizing features formed by him/her, which include:
avatar, nickname, online style (image), text information (message), accompanied by
photos, videos , information that determines the list of tastes of the Internet user,
comments of the Internet user are placed under the posts of other users, electronic
signature on the Internet sphere, etc.); sets of additional rights and responsibilities
generated by the Internet environment (changes and additions to certain articles of the
Civil Code of Ukraine, the Family Code of Ukraine and other regulations have been
formulated).

A scientific position is proposed, which states that in order to improve the
activities of the entire system of ombudsmen in Ukraine and increase the level of
guaranteeing the rights and freedoms of Internet users, it is necessary to supplement the
system of ombudsmen with two more components. We are talking about the
introduction of the position of ombudsmen in Protection of "Digital” Rights.

According to the results of the study, the following changes to the national civil
and civil procedural legislation are proposed.

Keywords: Internet, Internet legal relations, Internet user, types of Internet users,
the concept of civil status of the Internet user, elements of the civil status, personal non-

property rights, property rights, ombudsman in protection of digital rights.
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